Guide: 12 Steps to setup OAuth for Business Central endpoints and get access via Postman


1. Go to App registrations in Azure AD:	1
2. Create a New registration.	1
3. Copy the application (client) ID..	2
4. Add API permission..	2
5. Add a Client secret.	3
6. Add a Platform configuration..	3
7. Open Postman.	4
8. Go to Authorization tab.	5
9. Click Get New Access Token.	5
10. Now input application (client) ID from step 3. and secret value from step 5.	5
11. Now click Request Token..	6
12. When you receive the token, click Use token.	8
13. Optional: Copy/paste the token to https://jwt.io/. It can translate your token into this:	9


[bookmark: _Toc57121543]1. Go to App registrations in Azure AD: 
[bookmark: _Toc57121544]2. Create a New registration.
[image: ]
[bookmark: _Toc57121545]3. Copy the application (client) ID. Must be used later.
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[bookmark: _Toc57121546]4. Add API permission. I set delegated permission for Dynamics 365 Business Central and then user_impersonation. Different settings might be needed for access by Dynamicweb integration framework, but for user access via Postman, my settings work.
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[bookmark: _Toc57121547]5. Add a Client secret. Copy the value. Must be used later and will never be shown again.
[image: ]

[bookmark: _Toc57121548]6. Add a Platform configuration. My settings are custom URL in Redirect URIs. I then copy a redirect URL supplied by Postman (will show later). Different settings might be needed for access by Dynamicweb integration framework, but for user access via Postman, my settings work.
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[bookmark: _Toc57121549]7. Open Postman. Create a new request and add an endpoint from BC which you would normally access with basic authentication. 

Example: https://api.businesscentral.dynamics.com/v2.0/{tenant_ID}/BC17/api/v2.0/companies(0f8058e0-affd-ea11-bb48-000d3a2fece2)/items
Please note that the tenant ID can be omitted. It will be part of the received token.
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[bookmark: _Toc57121550]8. Go to Authorization tab. Choose Type OAuth 2.0 and Add authorization data to: “Request Headers”
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[bookmark: _Toc57121551]9. Click Get New Access Token (the big orange button).

[bookmark: _Toc57121552]10. Now input application (client) ID from step 3. and secret value from step 5. Also input everything else as shown in the screen shot below.
· For Auth URL use: https://login.windows.net/7dd45d63-24fc-4edd-8ad8-5fd66b6f9733/oauth2/authorize?resource=https://api.businesscentral.dynamics.com
· For Access Token URL use: https://login.windows.net/7dd45d63-24fc-4edd-8ad8-5fd66b6f9733/oauth2/token?resource=https://api.businesscentral.dynamics.com
Please note that the tenant ID is needed in these URLs.
· Postman will provide a Callback URL which you must use in step 6. above. Dynamicweb obviously needs to supply its own callback URL, but in this document I simply get it to work with Postman.
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[bookmark: _Toc57121553]11. Now click Request Token. You will be taken to a browser page. Type in your Azure AD credentials. 
Please note that you should allow popups because you will now be redirected back to Postman.
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[bookmark: _Toc57121554]12. When you receive the token, click Use token.
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[bookmark: _Toc57121555]13. Optional: Copy/paste the token to https://jwt.io/. It can translate your token into this:
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Your call is authenticated

A new window should open directing you back to the Postman app. If nothing happens, check to make sure your browser allows pop-ups.
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HEADER:

g2LYs2TeCTIfj4rt6JIynen3s”
"kid": "kg2LYs2TeCTIfj4rt6JIynen3s"

PAYLOAD:

{

"aud": "https://api.businesscentral.dynamics.com

"iss": "https://sts.windows.net/7dd45d63-24fc-4edd-
8ad8-5fd66b69733/"

"iat": 1686136855

"nbf": 1686136855,

"exp”: 1686139955

"acr': "1",

"aio"
"AUQAU/BRAAAAVVMS4NnZB6E0CStqxh1M1PkBtDaXwWaDISngsHgBAVmM
CksAMAY /v /FJMen5c jeshoyju1bMeCB1AbOKEskgx1TA==

amrt: [

“pwd”
"mfa”

1.
"appid": "6c323996-83c7-4a52-aba9-01db32e131f9",

"appidacr”: "1",

"family_name": "Kristensen Horlyck"

"given_name": "Dan’

"ipaddr": "147.78.308.41",

“name”: "Dan Kristensen Horlyck"

"o01d": "f3e9ce70-0db3-4585-a860-abgacccan7ed"

“onprem_sid": "S-1-5-21-3109477228-2638753810~
760078505-11254"

"puid": "10037FFEABAB8B38"

"rh": "0.AQsAY13Uffwk3U6K2F_Wa2-
XM5Y5MmzHg1JKq6kB2zLhMfKLAMY . "

"scp": "user_impersonation”

"sub”: "Shi6C7FSoOew-YIBGGB1Tcwuv4atgNIKBfWZKAWKDWU",

"tid": "7dd45d63-24fc-4edd-8ad8-5fd66b6f9733",

"unique_name": "dkhedynamicweb.dk"
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